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Ipunoxkenne 1. ITamsiTka 1151 00ydarommxcst 00 THPOPMAIMOHHOI 0€30IIACHOCTH JIeTeil

HEJIb351

1. Bcem mompsag cooOmars CBOIO 4YacTHYHO WHGOpMANuio (HACTOSAIIUE UMS,
dbamunnio, TenedoH, aapec, HOMEp IIKOJbI, a Takxke (oTorpaduu CBOU, CBOCH ceMbu
U 1py3en);

2. OTKpBIBaTB BJIOKCHHBIC (baﬁﬂbl BHGKTPOHHOﬁ IIO4Thl, KOIza HC 3HACIIb
OTIIPABUTCIIA,

3. I'pyOuTh, mpuauparbcs, OKa3bIBaTh MABICHHE - BECTH Ce0sl HEBEKIUBO U
arpeCcCuBHO;

4. He pacnopsixaiicss eHbraMu TBOEW CeMbU 0€3 pas3pelleHus CTapuIuX - BCerja
CIIpalliuBayl POAMUTENIEH;

5. He Bcrpeuaiics ¢ HTEpHET-3HAKOMBIMHU B PEAJIbHOM KU3HU - ITOCOBETYMCS CO
B3POCJIBIM, KOTOPOMY JTOBEPSIEUIb.

OCTOPOKHO

1. He Bce numryt npaBay. Yuraems o cede Henpasay B HTepHETE - co00IIM 00 3TOM
CBOMM POJIUTEIISIM UJTU OTIEKYHAM;

2. [lpurnamaroT nepenucbiBaThCsl, UTPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIM MTOJIBOXA;
3. HezakonHoe konpoBanue (aiisioB B UHTEpHETE - BOPOBCTBO;
4. Beerna pacckasblBail B3pOCIIbIM O IIpoOeMax B CETH - OHH BCETJla IOMOTYT;

5. Wcnonw3y#t HacTpoiiku 0€30MacHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSTh CBOU
AKKayHTBI B COLICETSAX U APYTHUX MMOPTAJIAX.

MOXHO

1. YBaxkail n1pyrux noib30Baresei;

2. [Tonp3yembess THTEpHET-UCTOYHUKOM - I€JIall CCBIIKY Ha HETO;
3. OTKpBIBail TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a MOMOIIBIO B3POCIBIM - POJIUTEIH, OMEKYHbI M AJMUHHUCTpAIUs
CalTOB BCET/A IIOMOTYT;

5. Ilpoiinn oOyuenue Ha caite "CereBHMYOK" W TOMyYd MAcnopTr UU(PPOBOIoO
rpaxaaHuHal



[Tpunoxxenue Ne 2

Ipunoxkenne 2. UHgopMalMOHHAST NAMATKA VIS 00yYAKONIMXCS VISl pa3MelleHusI Ha
opUIMATIBHBIX HHTEPHET-Pecypcax

C KaXabpIM TOJIOM MOJIOACKH B MHTEPHETE CTAHOBUTCS OOJIBINE, a MIKOJIHHUKH OIHHU
W3 CaMbIX AaKTUBHBIX IOJb30Barenerd PyHera. Mexay TeM, TOMHMO OTPOMHOIO
KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET M IMpOOJeMbl. DJTa IMaMATKa IOJDKHA
IIOMOYb Tebe 0e30I1aCHO HaXOAUTHCSA B CETH.

Komnbrorepabie BUPYChI

KoMIiproTepHblii  BUPYC - 3TO PAa3HOBUIAHOCTh KOMIIBIOTEPHBIX IPOIPaAMM,
OTIIMYUTEITFHON 0COOCHHOCTBIO KOTOPOU SBIISIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B
JIOIIOJTHEHUE K 3TOMY, BUPYCHl MOTYT HOBPEAUTH WM IMOJHOCTHIO YHHUTOXHUTH BCE
daiiael W JaHHBIC, TOAKOHTPOIBHBIC IOJIB30BATENI0, OT WMEHH KOTOPOro Obuia
3amylieHa 3apaXeHHash NporpaMma, a TakKe IMOBPEAUTh WM JaXEe YHUUYTOXKHTH
ONEpAallMOHHYI0 CUCTEMY €O BceMHu (haiiamMu B LeJOM. B OOJBIIMHCTBE CllydaeB
pPacpOCTPaHAOTCS BUPYCHI YEPE3 UHTEPHET.

MCTOI[I)I 3alIUThI OT BPCAOHOCHBIX IIPOTrpaMM:

l. Hcnonb3yit COBpEMEHHBIE OINEPAllMOHHBIE CHUCTEMbI, HMEIOIINE CEPbE3HBIMN
YPOBEHb 3aIIUTHI OT BPEAOHOCHBIX ITPOTPAMM;

2. IloctosiHHO ycTaHaBnuBal mauyTu (IU(QPOBBIE 3aIUIATKH, KOTOPhIE aBTOMaTHYECKU
YCTaHABJIMBAIOTCS C II€JIbI0 JOPAOOTKU MPOrpaMMbl) U JIpyrue OOHOBJIEHUS CBOEU
ornepannoHHOM cucteMbl. CkaunBai UX TOJIBKO ¢ O(UIIMATILHOTO caiTa pazpaboTyrka
OC. Ecnu cyniecTByeT pexuM aBTOMAaTUYECKOro OOHOBIIEHUS!, BKJIKOUH €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpPE TIIOA TMpaBaMy TIOJb30BaTeNs, a He
aIMUHUCTpATOpa. OTO HE TO3BOJMT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTPaAMM
VMHCTAJUIMPOBATHCS HA TBOEM ITEPCOHAIBHOM KOMITBIOTEPE;

4. Vicionb3yit aHTUBHPYCHBIC MMPOTPAMMHBIE TTPOAYKTHI H3BECTHBIX TPOU3BOIUTEIICH,
C aBTOMAaTH4YE€CKUM OOHOBJIEHHEM 0a3;

5. Orpannub PU3NYECKUM TOCTYN K KOMIIBIOTEPY JIJIsi TOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHEIIHUE HOCUTENU UH(DOpMALMK, TaKHe KaK (UIeIKa, TUCK WK (aii
U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbiBaii KOMIbIOTEpHBIE (haiiiIbl, TOTYUYECHHbBIE U3 HEHAJC)KHBIX UCTOUHHUKOB.
Jaxe T1e aiyipl, KOTOpble NpHUCIA]T TBOHW 3HAKOMBIW. Jlydile yTO4HM y HeETo,
OTIIPABJISUT JIU OH TeOE UX.

Cern WI-FI

Wi-Fi - 310 He BuI mepenayn JaHHBIX, HE TEXHOJIOTHUS, a BCETO JUIIL OpeH]I, MapKa.
Eme B 1991 rony Huaepnanackas koMmmanus 3apeructpuponaina openy "WECA", uto



obo3Havanio crmoBocouetanue "Wireless Fidelity", xoToperii mepeBoauTCs Kak
"GecrpoBoOHAS TOYHOCTH'.

o Hamero BpeMeHM Jolijia Apyras aO0OpeBuUaTypa, KOTopas SIBISETCS TaKoM ke
TexHosioruer. 91o abopeBuarypa "Wi-Fi". Takoe Ha3BaHME OBLIO JaHO C HAMEKOM Ha
CTaHJapT BBICIICH 3BYyKOBOM TexHUKH Hi-Fi, 4T0 B mepeBoie o3HauaeT "BbICOKas
TOYHOCTD .

Jla, OecruiaTHBIN UHTEPHET-I0CTYT B Kade, OTEeNIX U adponopTax SBISETCS OTINIHON
BO3MOXXHOCTBKO BBIXOJJa B MHTEpHET. HO MHOrme sKCneprsl CUMTAKOT, YTO
obmenoctynasie Wi-Fi ceTu He SIBISIFOTCS O€30TIaCHBIMH.

CoBeThl 110 6€30MacHOCTH pabOThI B 00IIETOCTYTHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro nuuHyto mHbopmaruio yepes obmeaocrynusie Wi-Fi cern.
PaGoras B HHMX, ’XeJarelbHO HE BBOJIWTH MAPOJIM JOCTyNa, JIOTHHBI M KaKUE-TO
HOMEpA;

2. Wcnonb3yih 1 OOHOBJISIH aHTHUBUPYCHBIE NTpOrpamMMbl U Opanamayep. Tem cambiM
ThI 00€30MacuIllb ce0s1 OT 3aKaUKH BUpPyca Ha TBOE YCTPOMICTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢ynkuuio "OO6mmit qoctyn k dainam u
npuHTepam". JlaHHas QYHKIUS 3aKpbiTa IO YMOJYAHUIO, OJIHAKO HEKOTOPbIE
MOJIb30BATEIN AKTUBUPYIOT €€ VISl yIoOCTBa UCTIOIB30BaHUs B paboTe Ui yueoe;

4. He ucnonb3yit nmyonuunbii WI-FI 115 nepenaun TMUHBIX JaHHBIX, HAIPUMEpP IS
BBIXO/Ia B COLMAJIbHBIE CETH WIIN B 3JIEKTPOHHYIO MOYTY;

5. Ucnonb3y#t Tosbko 3amuiienHoe coeaunenue uepe3 HTTPS, a ue HTTP, t.e. npu
Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B wmoOunbHoM Tenedone otkiaroun QyHkuuto "lloaxmouenne k  Wi-Fi
aBToMatuuecku'. He nomyckail aBTOMAaTHYECKOr0 MOJKIIFOYEHUSI YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBo€ro cornacusi.

ConmnajgbHble ceTH

ConnanbHbIC CETH aKTUBHO BXOJIAT B HAIIly KHW3Hb, MHOTHE JIFOAU PAOOTAIOT U KUBYT
TaM TIOCTOSHHO, a B Facebook yke 3aperncTpupoBaH MUJUIHApP] YEIOBEK, UYTO
SIBISIETCS OOHOM CEObMOM BCeX JKHTEJIEW IUIaHeThl. MHOTrWe II0OJb30BaTeiii HE
MOHUMAIOT, 4TO WH(OPMAIIHs, pa3MeIeHHAss UMHU B COIIMAIBHBIX CETAX, MOXKET OBITh
HaliJIecHa U HKCIMOJb30BaHa KEM YTOJHO, B TOM 4YHUCJE HE 00s3aTeNbHO C OJIaruMu
HAMEPEHUSIMU.

OcHOBHBIC COBETEHI ITO0 0€30ITaCHOCTH B COIIMAJIBHBIX CCTAX:

1. Orpannub crnucok Apy3eid. Y TeOsS B NPy3bsiX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIOICH;

2. 3amuMinai cBOIO 4acTHYIO »ku3Hb. He yka3piBail maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXJIEHUS W JPYryl0 JUYHYIO HH(OpMaiuio. 310yMBIIUIEHHUKA MOTYT



HCIIOJIB30BAaTh HOAaXKC I/IH(bOpMaI_[I/IIO O TOM, KaK Tbl KM TBOM POAHUTCIN ILIAHHUPYCTC
IMPOBCCTU KAHUKYIJIbI;

3. 3amuniail cBOK pemyTaltio - IEPKHU €€ B UUCTOTE U 3a7aBail ce0e BOMpocC: XOTel
Obl Thl, YTOOBI Jpyrue IMOJB30BAaTENM BHUJAEIW, YTO Thl 3arpyxaemib? Ilogymait,
MPEXJIC YEM UTO-TO OIyOJIMKOBaTh, HAIIUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHUILB C JIOAbMHU, KOTOPBIX HE 3HACIb, HE UCIOJIb3YH CBOE PEalibHOE
UMs U JPYTyI0 JUYHYI0 WH(OpMAIMU: UMS, MECTO KHUTEIbCTBA, MECTO y4ueObl U
npouee;

5. WN36erait pasmemenusi ¢otorpaduii B MHTepHETE, II€ Thl H300paKeH Ha
MECTHOCTH, TI0 KOTOPOM MOKHO OIPEICTUTh TBOE MECTOITOIOKCHHE,

6. [lpu peructpanuu B COLMAIBHONH CETH HEOOXOJUMO MCIOIb30BaTh CIIOKHbBIC
Maposu, COCTOsIIME U3 OYKB U U(DP U C KOTMYECTBOM 3HAKOB HE MEHEE §;

7. Jid colManbHOW CETH, MOYTHl M JIPYTUX CAUTOB HEOOXOIMMO HCIOJIb30BaTh
pasHble naponu. Torna ecnu Teds B3JIIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJy4YaT JOCTYIL
TOJILKO K OTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbIE IeHbI'H

DJIEKTPOHHBIE JICHBTU - 3TO OY€Hb YAOOHBIN CIIOCO0 IIaTekKel, OHAKO CYIIECTBYIOT
MOILICHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIU.

9J'ICKTpOHHBI€ JCHBI'U IIOABHUJINCH COBCEM HCAABHO M MMCHHO H3-3a 3TOI'O BO MHOI'IX
rocygapCTtBax a0 CHUX IIOP HE IIPOIMHUCAHO PO HUX B 3aKOHAx.

B Poccum xe oHM (DYHKIIMOHUPYIOT M O HHUX YXKE TPOIKUCAHO B 3aKOHE, TAC HX
pa3IessaioT Ha HECKOJIBKO BHIOB - aHOHUMHBIC M HE aHOHUMHBIE. Pa3HuIia B ToM, 4TO
AaHOHUMHBIC - 93TO T, B KOTOPBIX pa3pemiaeTcs NPOBOAUTL OIeparuu  0e3
UACHTU(UKAIIMKA TIOJIb30BaTEeNsl, & B HCAHOHWMHBIX UACHTU(UKAINS TOJI30BaTENs
SIBJISIETCST 00s13aTEILHOM.

Taxxke ciemyeT pa3muaTh AJIEKTPOHHBIC (PUaTHBIC ICHBIY (PaBHBI TOCYIAPCTBCHHBIM
BATIOTaM) W DJJCKTPOHHBIC He(dUaTHBIE ACHBIU (HE pPaBHBI TOCYIAPCTBCHHBIM
BaJIIOTaM).

OCHOBHBIE COBETHI IO OE30MACHOM pabOTEe C AIEKTPOHHBIMH JICHBTAMH:

1. IlpuBsiku K cueTy MOOWIIbHBIN TelnedoH. ITO camMblil yIOOHBIA U OBICTPBIN CIIOCOO
BOCCTAHOBUTH J0OCTYyN K cuery. [IpuBsizaHHbId Tene@oH MOMOXKET, eciu 3alynaelb
CBOM IUJIATEKHBIM MapOJib WK 3aiAEUIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Wcnonb3yit ogHopazoBbie napoiu. [lociie nmepexoga Ha yCUIEHHYIO aBTOPU3AIUIO
Tebe yxe He Oy/lIeT yrposkaTh OMMACHOCTh KPAKU WJTU TIEpeXBaTa TUIaTeKHOTO MapoJis;

3. Beibepu cnoxsbiii maponb. [IpectynHukam OyeT HE MPOCTO yrajarh CIOKHBINA
naposib. HanexxHble maponu - 3T0 mapoiid, KOTOPBIE COIEPk AT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B C€0sl CTPOUYHBIE M MPOMUCHBIE OYKBBI, HIU(PPHI U HECKOIBKO CHUMBOJIOB,
TaKWe Kak 3HaK Jiojuiapa, GyHTa, BOCKIUIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;



4. He BBOAM CBOM JIMYHbBIC JAHHBIEC HA CAlTaX, KOTOPBIM HE JIOBEPSEILIb.
DJIEKTPOHHAS MOYTA

OJNIEKTpOHHAsI MOYTa - HTO TEXHOJOTHS M MPEAOCTABISIEMbIE €10 YCIYTHd IO
MePEeChUIKEe W TOJIYYEHHUIO DJIEKTPOHHBIX COOOIIEHUM, KOTOPBIE PACHPEEIISIIOTCS B
KOMIBIOTEpHOU ceTH. (OOBIYHO AJICKTPOHHBIM  TOYTOBBIM  SIIUK  BBITJISIIUT
CIeIYIOIMMM 00pa3oM: MM TIOJb30BaTeIsI(@UMS_JIOMEHa. Takke KpoMme Iepeaadu
MIPOCTOTO TEKCTa, UMEETCSI BO3MOYKHOCTD IepeiaBaTh (haibl.

OcCHOBHBIE COBETHI 10 O€30MACHON PaboTe € AIEKTPOHHOMN MOUTOM:

1. Hamo BBIOpaTh mpaBUiIBHBINA MOYTOBBIM cepBUC. B WMHTEpHETE €CTh OrPOMHBIN
BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle TOBEPSITh TEM, KOTO 3HACIIIb
Y KTO IIEPBbIM B PEUTUHTE;

2. He yka3bIBail B 1MuHOM moute JuuHyto nHpopmaiuio. Hanpumep, myudine BIOpaTh
"My3bIKanbHbIN _(paHat@" nnum "pok2013" BmecTo "Temal3";

3. HMcnonb3yil JBYX3TAllHYIO aBTOPU3ALMIO. JTO KOIJIa MOMHUMO MapoJisi HYXHO
BBOJIUTH KOJI, MPUCHUIAEMBIN 110 SMS;

4. Beibepu ClOXHBIN mapoib. JJIg KakI0ro ImOYTOBOTO SIMKA JOJKEH OBITH CBOU
HAJIC)KHBIM, YCTOMYMBBIN K B3JIOMY IIApOJIb;

5. Ecii ecTh BO3MOXXHOCTDH HAaIMCaTh CaMOMY CBOM JIMYHBIM BOIPOC, UCIIOJIB3YH ITY
BO3MOKHOCTb;

6. Hcrnonb3yil HECKOJIBKO MOYTOBBIX SIIIUMKOB. IIepBbIil 1711 4acCTHOW NEPENUCKHU C
agpecaTaMy, KOTOPbIM Tbhl JOBEpsiClllb. JTO JJIEKTPOHHBIA aJapec He Haao
WCIIOJIb30BAaTh MPU PETUCTpAINHU Ha GopyMax U CalTax;

7. He oTkpbiBail aiiiel U ApyTrUe BIOKEHUSI B MUCbMAX, JaXK€ €CJIM OHU MPUIILIU OT
TBOUX Apy3el. JIydilie yTouHH y HUX, OTIIPABIISUINA JIK OHU TeOe 3T (haiiiibl;

8. Ilocne okoH4aHusi pabOTHl HA MOYTOBOM CEpPBHCE MEPE] 3aKPHITUEM BKIAJIKH C
caiitoM He 3a0y/1b HaXkaTh Ha "Beriitu".

Ku0epOyiimHIr WM BUPTYyaJIbHOE U31€BaTeJIbCTBO

KubepOyummHr - mpecienoBaHue COOOIICHUSIMHU, COAEPKAIIMMHU OCKOPOJIeHHUs,
arpeccuio, 3alyTruBaHUe; XYJIUTAaHCTBO; COIMATBHOE OOMKOTHPOBAHHME C MOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOpHOE C KNOEPOYILTUHIOM:

1. He 6pocaiicst B 00oit. JIyumiuii crioco0: moCcOBETOBATHCS KaK ceOsl BECTH U, €CJIU HET
TOTO, K KOMY MOXHO OOpaTHThCS, TO BHa4yaje YCHOKOWThCA. Ecu ThI HaYHENIH
OTBEUaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO €Ile OOJbIIe Pa30oXKelllb
KOH(JIUKT;

2. Yrpasnsii cBoeit kubepperyTaiuei;



3. AHOHUMHOCTH B ceTH MHHMas. CyIecTByIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouTt BecTH XyIMTaHCKHI 0o0pa3 BUPTyasbHOW Xu3HU. IHTEpHET (ukcupyer
BCE TBOM JCHCTBUS U COXPAHSET UX. YIAIUTh UX OylleT KpailHe 3aTPYIHUTENbHO;

5. Coburonait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enumHW4HBIA HeraTUB. OTHOpPA30BBIE OCKOPOUTEITBHBIC COOOIICHUS
Jydiiie irHopupoBath. OOBIYHO arpeccusi MpeKkpailaeTcsl Ha HauaJlbHOU CTa/Iuu;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIIECHUSMHU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKHUPOBKH OTHPABKUA COOOIIEHUN C
OTIPEICIICHHBIX aJIPECOB;

8. Ecim Thl cBuzmerens kuOepOyuHra. TBoW JAEWCTBUS: BBICTYNHUTH IPOTHB
IIpeciIenoBarels, MOKa3arb €My, YTO €ro JCHUCTBHUS OLICHMBAIOTCA HETATHBHO,
NOJJEPKAaTh KEPTBY, KOTOPOM Hy)XHA IICHUXOJOTHYECKash IOMOIIb, COOOIIUTH
B3POCIBIM O (DaKTe arpeCCUBHOIO NOBEICHUSI B CETH.

MooOnabHbIi TesaedoH

CoBpemeHHbIe cMapThOHBI W IUIAHIIETHI COJAEp)KAaT B ceOe BIIOIHE B3POCIHBIN
GYHKIIMOHAJ, © TENepb OHM MOTYT KOHKYPHUPOBATh CO CTAIllMOHAPHBIMHU
KOMIbIOTepamMu. OJHAKO, CPEACTB 3alIUTHI ISl MOAOOHBIX YCTPOMCTB MOKA OYEHb
MaJio. TecTupoBaHWE U MOUCK YSA3BUMOCTEW B HUX MPOUCXOAUT HE TAK MHTEHCHUBHO,
kak st [1K, To sxe camoe kacaeTcs U MOOUJILHBIX NPUIIOKECHUH.

COBpGMGHHBIC MOOMIIbHBIC 6pay36pbl YKC TPAKTHYCCKH HOOTHAJIIM HACTOJIBbHBIC
aHaJIOTH, OJHAKO paCIIUupPCHUC q)YHKHI/IOHaJIa BJICUET 3a COOOM 60J'H)Hly}0 CJIOXKHOCTD
N MCHBIIYIO 3alMUIICHHOCTD.

I[aneKo HC BCC IIPOU3BOAUTCIIA  BBIITYCKAKOT O6HOBJI€HI/I$I, 3aKpPbIBAOIINC
KPUTUYCCKHUC YA3BUMOCTU IJIs1 CBOUX YCTpOﬁCTB.

OcCHOBHBIE COBETHI JjIs1 0€30MaCHOCTH MOOMIIBHOTO TeliedoHa:

Huyero ne siBisieTcss mo-Hactosiiemy OecruiaTHBIM. Bynb ocTOoposkeH, Belb Korna
Tebe mpearaloT OecIUIaTHBIM KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-TO
IJIATHBIE YCIIYTH;

Hymaii, mpexxzae yem otnpaBuTbh SMS, ¢hoto mim Bujieo. Thl TOUHO 3HAEIlIb, TIE OHU
OyIdyT B KOHEUHOM UTOre?

Heob6xonnmo 0OHOBISATH OMEPAIMOHHYIO CUCTEMY TBOETO CMapT(hOHA;
Wcrionb3yii aHTUBHPYCHBIC TIPOTPAMMBI JIJ1s1 MOOUITEHBIX TeIe(OHOB;

He 3arpy>1<aﬁ IMPHUIIOKCHUA OT HCU3BCCTHOT'O MCTOYHHKA, BCIb OHHU MOI'YT COACPIKATH
BPCAOHOCHOC IIPOrpaMMHOC 06CCHCIICHI/IC;

[Tocne Toro Kak ThI BBIWJEIIL C CalTa, TJe BBOAWI JUYHYIO MH(POpPMAIIUIO, 3aiiau B
HACTPOWKHU Opay3epa u yaanu cookies;



[leproanuecku npoBepsiid, KAKUE IJIATHBIEC YCIYT'M AKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaif cBOil HOMEp MOOMJIBLHOTO Teiae(OHA TOJIBKO JIOASM, KOTOPBIX Thl 3HACIIbL U
KOMY JIOBEpsICIIIb;

Bluetooth ngomxken OBITH BBIKJIFOUEH, KOTAA Thl UM HE mMojb3yelibcs. He 3a0bpiBaii
MHOTIJIa POBEPSTH 3TO.

Online urpsi

CoBpeMeHHBIC OHJIAMH-UTPBI - 3TO KpPACOYHBIC, 3aXBATHIBAIOIINE pa3BICUCHUS,
O0OBCTMHSFOIITUE COTHU THICSY YEJIOBEK 1O BCceMy MUPY. MTpoKu MCCIIEeayrOT TaHHBIN
UM MHp, OOIIAFOTCSI IPYT C APYTOM, BHITIONHSIOT 3a/IaHUs, CPAXKAIOTCSI C MOHCTPAMHU 1
MOJIy4alOT ONBIT. 3a YAOBOJBCTBUE OHHM IUIATAT: MOKYMAIOT AUCK, OIJIAYUBAIOT
a0OHEMEHT WJIU MPUOOPETAIOT KAKHE-TO OIIIUU.

Bce sTu cpencrtBa uayT Ha MOAJAEpKAaHWE W PAa3BUTHE UIPHI, a TAKXKEe Ha caMmy
0€30MaCHOCTh: COBEPIICHCTBYIOTCSI CHUCTEMbl aBTOPHU3AIMU, BBIITYCKAIOTCS HOBBIC
natyu (U poBbIE 3aIIATKU JIJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B HO,Z[O6HBIX HUrpax CTOuT OIacaTbCAa HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPaKU
TBOCTO I1apoJIsI, HAa KOTOPOM OCHOBAHA CUCTEMA aBTOPU3AlIUHN OOJILIITMHCTBA Hrp.

OCHOBHBIE COBETHI IT0 0€30IIaCHOCTH TBOETO HUI'POBOI'O aKKayHTa:

1. Ecnu gpyroil urpok BemeTr cedsi MIOXO WIM co3[aeT Tebe HENMPUSTHOCTH,
3a0JIOKHPYH €T0 B CIICKE UTPOKOB;

2. Tloxkanyiics agMUHUCTpaTOpaM WIPhl Ha IUIOXO€ IIOBEJICHUE JTOTO HUIPOKa,
JKEJIaTeIbHO MPUIIOKUTh KAKME-TO I0Ka3aTeIbCTBA B BUAE CKPUHOB;

3. He yxa3bIBaii TMUHY0 HHPOPMALUIO B MPOQaiiie Urphl;
4. YBaxkail ApyruX yYaCTHUKOB I10 UTPE;

5. He ycranaBiuBaii Heo(puIimaabHbIe TTAaTIYH U MOJIBI;

6. Mcnonp3yi CiI0’KHBIE U pa3HbIE APOIIH;

7. Jla>1<e BO BpEMA UI'Pbl HC CTOUT OTKIIIOYAaTb aHTHBUPYC. IToxa ThI urpacub, TBOU
KOMITIBROTCP MOT'YT 3apa3uTh.

OUINUHT WA KpaKa JUIHbIX JAHHbIX

OOBIYHON Kpa)kell Je€Her U JIOKYMEHTOB CErofHSl YK€ HUKOIO HE€ YJIMBHILb, HO C
Pa3BUTUEM HHTEPHET-TEXHOJIOTUN 3JI0YMBIIIJIEHHUKN MTEPEMECTUINCH B HHTEPHET, U
MPOJIOJDKAIOT 3aHUMAThCS ""TFIOOUMBIM'" JIEJIOM.

Tak mosiBUNIaCh HOBasg Yrpo3a: WHTEPHET-MOLICHHUYECTBA WM (DHUINMHT, TIIaBHas
11eJ1b KOTOPOTO COCTOUT B MOJIYYEHUH KOH(UIEHIIMATBHBIX JaHHBIX MOJIb30BATEIIEH -
JOTMHOB W mapoiyiedd. Ha anrmuiickom s3bike phishing uurtaercss kak ¢umuHr (OT
fishing - peibnas noss, password - maposb).

OCHOBHBIE COBETHI IO OOPHOE C PUIIMHIOM:



1. Cneau 3a cBoMM akkayHTOM. Eciu Thl mopo3peBaelb, 4TO TBOsS aHKETa OblLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMpPOBaTh €€ M COOOIIUTH aJIMHHHCTpPATOpaM
pecypca 00 3TOM KaK MOYKHO CKOpEE;

2. Hcnonw3yit Oe3omacHble BeO-caiiThl, B TOM YHCIIC, WHTEPHET-Mara3uHOB H
ITOMCKOBBIX CUCTEM;

3. Vcnonb3yit cloXHBIE U pa3HbIe Mapoiid. TakuM oOpa3oM, e€ciu TeOs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKH TIOTy4YaT JOCTYII TOJIBKO K OTHOMY TBOEMY IPO(UITIO B CETH, a HE
KO BCEM;

4. Eciu Te0s B3IOMalid, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBI€ 100aBIEHbI y T€Os B JIPY3bsX, O TOM, YTO T€Os B3JIOMald U, BOBMOXHO, OT
TBOET0 UMEHHU OYJIET pacchlIaThCsl ClaM U CCbUIKM Ha (DUITUHTOBBIE CAThI;

5. Ycranosu HajaexHbii naposb (PIN) Ha MoOunbHEI TenedoH;
6. OTKIIIOYM COXpaHEHHE MMapoiis B Opay3epe;

7. He oTkpbiBail (aiiiisl U ApyTHe BIOKEHUS B MUChMaX, JaK€ €CJIM OHH MPUIILIU OT
TBOUX Jipy3eil. Jlyule yTouHu y HUX, OTIPABIISUIH JIK OHU TeOe 3T (ailiibl.

HudpoBas penyranus

[udposas penyrauus - 3TO HEraTUBHAs WJIM NO3WTUBHAs MH(OpMALMS B CETH O
tebe. Kommpomerupyromass wuHpopMainusi, pa3MellleHHass B HWHTEPHETE, MOXKET
CepbEe3HbIM 00pa30M OTPA3UTHCS Ha TBOEH peanbHOM >xu3Hu. "Ludposas pemyranus"
- 9TO TBOW UMUK, KOTOPBIM popMupyercs u3 uHPpopMaluu o Te0e B UHTEPHETE.

TBoe MecTO JKUTENThCTBA, Y4yeObl, TBOE€ (PUHAHCOBOE IMOJIOKEHHUE, OCOOCHHOCTHU
XapakTepa U PaccKasbl 0 OJIM3KUX - BCE ATO HAKATUTMBAECTCS B CETH.

MHorue noapoCTKu JErKOMBICJIEHHO OTHOCSTCS K MyOJMUKaIMy JTUYHON nH(OpMauu
B HMHTepHeTre, HE NOHMMAs BO3MOXHBIX IIOCHEACTBUUA. Thl JaXe HE CMOXKEIIb
JoTaiaTbesi 0 TOM, 4to (hoTorpadusi, pazMeleHHas 5 JieT Hazal, cTajga MPUYHMHOU
OTKa3a MPUHSATH TeOs HA PaboTYy.

KommenTapun, pasmemnienue TBoux ¢ororpaduii u npyrue AEHCTBUS MOTYT HE
MCYE3HYTh JJAXE MOCIIE€ TOr0, KaK Thl UX yAaldullb. Thl HE 3HACIIb, KTO COXPAHWI ATY
uH(OpPMaINHIo, Momnaja M OHa B TOWCKOBBIE CHCTEMbI M COXpPAaHWUJIACh JIA OHA, a
[JIAaBHOE: YTO TIOJYMAIOT O T€OE OKPYXKAIOIIUE JIFOAM, KOTOPhIE HAWITYT U YBHJIAT 3TO.
Haiitu wunHdpopmaiuio MHOTo JIeT CIYCTS CMOXET J000W - Kak M3 J0OphIX
noOyXICHUH, TaK U C HAMEPEHUEM NMPUUUHUTH BPEA. ITO MOKET OBITh KTO YTOAHO.

OcHOBHBIE COBETHI M0 3aIIUTe HU(PPOBOI pernyTanuu:

1. [Toxymaii, mpexie 4eM 4TO-TO MyOJUKOBATh M MepeaaBaTh y cebs B Ojore win B
COILIMAJIbHOM CETH;

2. B nacTpoiikax npoduisi yCTaHOBU OTpaHUYEHUSI HA MMPOCMOTP TBOETO PO u
€ro COAEP>KUMOTr0, C/IeNIail €ro TOIbKO "miist Apy3en';



3. He pasmemaii u He yka3piBail WHGOPMAIHMIO, KOTOpas MOXET KOro-iIubo
OCKOpOJIATh WU OOMIKATh.

ABTOpPCKOE MPaBo

CoBpeMeHHBIC NIKOJIBHUKHA - AKTHBHBIE IOJIB30BaTeIU HHU(PPOBOTO IMPOCTPAHCTBA.
OpHako JdaJieko HE BCE 3HAKOT, YTO II0JIb30BaHWE MHOTHMH BO3MOXKHOCTSIMU
1idpoBoro Mupa TpedyeT cCOOIIOICHHS TIPaB Ha HHTEIJICKTyaIbHYI0 COOCTBEHHOCTD.

TepMuH "MHTEIIEKTyalIbHAsE COOCTBEHHOCTh'" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yma, HauMHas C HOBBIX M300pETEHHU W 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKTBI M YCIYTHM, W 3aKaHUMBas KHUTamH, (otorpadusmu,
KMHO(DUIbMaMH U My3bIKaJIbHBIMU TIPOU3BEACHUSIMU.

ABTOpCKME TpaBa - 93TO TMpaBa Ha WHTEUICKTyaJlbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEICHUS HAyKH, JIMTEPATypbl U HMCKYCCTBAa. ABTOPCKHUE IpaBa BBICTYNAIOT B
Ka4eCTBE rapaHTUH TOTO, YTO MHTEIIEKTyaIbHBINA/TBOPUECKUI TPy aBTOpa HEe OymeT
HallpacHbIM, JacT €My CIpaBEUIMBbIE BO3MOXKHOCTH 3apaboTarh Ha pe3yibrarax
CBOEr0 TpyAa, MOJIYyYUTh U3BECTHOCTh U Npu3HaHue. Hukro 0e3 paspemeHust aBropa
HE MOXET BOCIPOU3BOAWTH €ro IMPOU3BEACHHE, PACIPOCTPAHATH, ITYOJIUYHO
JEMOHCTPHUPOBaTh, MPOAABATh, WMIIOPTHPOBATh, IIyCKaTb B IIPOKAT, ITyOJUYHO
UCIIOJIHATD, TOKA3bIBATh/UCIIONHATH B 3QUpe Ui pazmeniars B UHTepHeTe.

Hcnonb3oBanue "TUpaTcKOro" MPOrpaMMHOTO OOECTIeYeHUs! MOXKET MPUBECTU K
MHOTHM pPHCKaM: OT MOTEpPU JIAHHBIX K TBOMM aKKayHTaMm J0 OJOKHUPOBKU TBOETO
YCTPOWCTBA, IJIe yCTAaHOBIIEHA HeJerajibHas nporpamMma. He crouT Takke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETaJIbHbIE W OECIUIATHBIE MPOTPAMMBI, KOTOPbIE MOYKHO HaWTH B
CETH.

O nopraJe

CereBH4OK.p) - TBOM IVIaBHBIM COBETYMK B CETH. 3/1€Chb Thl MOXKEIIb Yy3HaTh O
0€30MacHOCTH B CETU TOHATHBIM W JOCTYIHBIM SI3BIKOM, a MPH BO3HUKHOBEHUU
KPUTUYECKON CHUTyaluu OOpaTHThCS 3a COBETOM. A Takke MPHUHATh ydacThe B
KOHKYpCax M CTaTh CaMbIM IU(PPOBBIM TpakTaHHHOM !



